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Introduction

This document will serve as a user manual for users and administrators in an environment that’s built based on the Hybrid
IT Management Framework solution. This document will be split into different parts, each part representing a guide for a
specific group of people (users, administrators, security operators).

This guide will describe the specific actions different users can do. This guide will not describe how to create new users or
assign permissions to user, this is described in the installation manual.
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1. Users

This segment contains the manual for regular users in the environment. “Regular users” means users that do not have
any special privileges on top of the basic enterprise privileges. These users are able to use client computers in the
environment, browse the internet, access enterprise applications (that are made available to them by administrators), and
do other general non-privileged tasks.

Users will be able to log onto client computers in the environment with their domain account and password. The domain
account to log onto computers consists of “domain/user”, an example from my lab environment is “stagesien/Alex”.

If this user wants to login to services offered to them, such as the Microsoft Azure portal, they can log in with their
username in the following format: “username@domain.com”, an example from my lab environment:
Alex@stagesien.onmicrosoft.com. The password for these services will be the same as the password they use to log in
on a computer.

Microsoft Azure

B® Microsoft
« alex@stagesien.onmicrosoft.com
Enter password

Forgot my password

Welcome to the sign-in page of
stagesien.onmicrosoft.com!

Figure 1: Microsoft Azure login screen

Note
The .onmicrosoft domain is a domain that acts as a unique identifier and is also used for mail routing purposes. However
most organizations will use their own registered domain address instead.

Multi factor authentication (MFA) is enabled for all users in the environment. When a user first logs into a Microsoft
service, they will have to fill in some information to properly configure MFA for this user. The user can choose from
different authentication methods such as security questions, SMS, a mobile app code, or an email.
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Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Start by getting the app

After you install the Microsoft Authenticator app on your device, choose "Next”,

| want to set up a different method Skip setup

[
o On your phone, install the Microsoft Authenticator app. Download now
-

want to use a different authenticator app

Figure 2: Mulitple Factor Authentication

If a user forgets their password, they can reset it themselves without the need for contacting an administrator. This is only
possible if the Self Service Password Reset solution is enabled in Azure AD by an administrator, like described in the
installation manual.

Microsoft

Get back into your account

Who are you?
To recover your account, begin by entering your email or username and the characters in the picture or audio below.

Email or Username

| alex@stagesien.onmicrosoft.com

Example: user@contoso.onmicrosoft.com or user@contoso.com

i

[}]

Enter the characters in the picture or the words in the audio.

Next Cancel

Figure 3: Self service Password Reset

Note

In an organization with an already existing on-premises environment, users most likely already exist. These users will be
migrated to the Azure AD cloud environment through Azure AD Connect Sync. When the users are migrated, they can
make use of the Cloud services.

—
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2. Administrators

In every organization there are different types of administrators. The amount of administrative accounts and which specific
roles and privileges these accounts have, is different per organization.

Custom administrator accounts can be created by domain administrators in Microsoft Active Directory.

File Action View Help
e | aE FB|IXEBE2 BRI P RETER

: Active Directory Users and Com| 1.y Object - User x
| Saved Queries
¥ '}F'j stagesien.com
| Builtin l% Createin:  stagesien.com/Users

| Computers .

2| Domain Controllers

_| ForeignSecurityPrincipal: First name: || | Initials: I:I

2| Managed Devices
| Managed Service Accour Last name: |
1 Users |

Full name:

User logon name:

| | @stagesien com A

User logon name (pre-Windows 2000):
|STAGESIEN\ | |

< Back Ned >

Figure 4: New Active Directory administrator account
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Cloud administrator accounts can be created by users with user administrator or global administrator privileges in Azure

AD. A full overview of all built-in Azure Active Directory roles can be found here.

= Microsoft Azure AR Search resources, services, and docs (G+/)

Home > stagesien > Users

New user

stagesien

P Got feedback?
Identity

Username* (O

Name* (D
First name

Last name

Groups and roles
Groups

Roles

Settings
Block signin

Usage location

Job info
Job title

Department

| Example: chris |@‘ stagesien.onmicrosoftcom |
The domain name | need isn't shown here

‘ Example: 'Chris Green' |

0 groups selected

User

- o

\ ~

Figure 5: New Azure Active Directory administrator account

Directory roles

Choose admin roles that you want to assign to this user. |

o

P Search by name or description

Role Ty
¢ Application administrator
g Application developer
¢ Attack payload author W
g Attack simulation administrator
g Authentication administrator
g Authentication policy administrator |
g Azure AD joined device local administrator
¢ Azure DevOps administrator
g Azure Information Protection administrator
g B2C IEF Keyset administrator
¢ B2C IEF Policy administrator
¢ Billing administrator
¢ Cloud App Security Administrator
¢ Cloud application administrator
g Cloud device administrator
g Compliance administrator
¢ Compliance data administrator
g Conditional Access administrator

¢ Customer LockBox access approver

OO0000D0DOOoOo000o0Oo0o0oooooon

g Desktop Analytics administrator

In this segment, a few different types of administrative accounts and roles will be described, including how to use these
accounts. Only the more commonly used administrator accounts will be described, the link in the paragraph above

provides more information about other administrative accounts.

Enterprise Administrator
The enterprise administrator group is an Active Directory built-in group that gets created when creating a new Active

Directory forest. Accounts in this group have the highest privileges and should only be used when absolutely necessary,
for example when creating a new domain in the forest.

Note

The enterprise administrator group is not synced to the Azure AD cloud. Users have to be added to this group in the on-
premise Active Directory. The users that are added to this group can be synced to Azure AD, but as a best practice this

should be avoided for safety precautions and only be allowed when absolutely necessary.

Enterprise admin accounts by default have access to all the machines in an active directory forest through RDP and
WinRM, if these ports are open on the machine. The installation manual includes a guide on how to secure WinRM and
RDP ports for machines, with a way to restrict these connections to only be allowed when they come from the

ManagementVMs.

—


https://docs.microsoft.com/en-us/azure/active-directory/roles/permissions-reference
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If an enterprise administrator wants to make configurations in the Active Directory environment/forest, they can connect to
a domain controller through the Windows Admin Center interface. This interface can be opened in a browser window on
any client computer in the environment, the enterprise admin should log onto this client computer with a regular user
account. The Windows Admin Center (WAC) interface can be opened by typing in the url, which should be the fully
qualified domain name of the server on which WAC is being hosted. If WAC is being hosted on multiple servers which
form a cluster, then this url will use the cluster hostname. This interface will present a login screen, in which the enterprise
admin should log in to with an account with enterprise administrator privileges.

w

X @ https://managementcluster.stagesien.com
&) Import bookmarks... | @ Getting Started
Authentication Required - Mozilla Firefox

https://managementcluster.stagesien.com is
requesting your username and password.

User Mame: | stagesien'Domain-Admin

Password: | ssesssssasssssse

0K Cancel

G Search the Web

Figure 6: Windows Admin Center login screen

In Windows Admin Center the administrator can connect to all the servers and machines of the environment. To make AD
forest configurations the administrator can use the Remote PowerShell or Remote Desktop Protocol option on the domain
controllers, which will open a connection to manage the domain controller.

&« () Gt D a https://managementcluster.stagesien.com

Windows Admin Center | All connections

Windows Admin Center

All connections

O MName 4 Type

O B cluster?.stagesien.com [Gateway] Servers
B dcstagesien.com Servers
B manzgementymlstagesien.com Servers
& manzagementvm]1.stagesien.com Servers
& on-prem-adc.stagesien.com Servers
& on-prem-destagesiencom Servers

Figure 7: Windows Admin Center interface

Direct RDP and WinRM connections to critical systems such as domain controllers are restricted to only allow incoming
connections from the ManagementVMs. Even an enterprise administrator will not be able to directly open a connection
from their PC to a domain controller, they always have to authenticate through the ManagementVMs first.

—
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Domain Administrators

The domain administrator group is created per domain in the Active Directory forest. Accounts in this group have the
second highest level of privilege, enterprise administrators have the highest level of privilege. Domain admin accounts
should also only be used when absolutely necessary.

Note
The domain administrator group is not synced to the Azure AD cloud. Users have to be added to this group in the on-
premise Active Directory.

Just like Enterprise Administrators, domain administrator accounts can connect to every machine in the domain over RDP
or Remote PowerShell (WinRM). Following the security configurations which are explained in the installation manual,
these connections can only be made when they are initiated from the ManagementVMs. The domain administrator will
thus have to make the connections through the Windows Admin Center interface, which can be opened on any client
computer.

This interface can be opened in a browser window on any client computer in the environment, the domain admin should
log onto this client computer with a regular user account. The Windows Admin Center (WAC) interface can be opened by
typing in the url, which should be the fully qualified domain hame of the server on which WAC is being hosted. If WAC is
being hosted on multiple servers which form a cluster, then this url will use the cluster hostname. This interface will
present a login screen, in which the domain admin should log in to with an account with domain administrator privileges.

In Windows Admin Center the administrator can connect to all the servers and machines of the environment. To make AD

domain configurations the administrator can use the Remote PowerShell or Remote Desktop Protocol option on the
domain controllers, which will open a connection to manage the domain controller.

Windows Admin Center | Server Manager

dc.stagesien.com
Tools < PowerShell
Search Tools jel ‘ > Disconnect

dc ien.c
. EEEEEEEEEREEEXEE

- .
Overview ien.STAGESIEN\Documents> dir

/A Azure hybrid center )
\sien.STAGESIEN\Documents

£# Azure Backup

Length Name

&b Azure File Sync certnew.cer

% Azure Monitor ) :

[dc.stagesien.com]: sers\sien. STAGESIEN\Documents:
& Azure Security Center
g=/ Certificates

EL Devices

m Events

Filec & fila charinn

Figure 8: Remote PowerShell on a target through Windows Admin Center

—
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Global Administrators

Global administrators have access to all administrative features in Azure Active Directory, as well as services that use
Azure Active Directory identities like Microsoft 365 security center, Microsoft 365 compliance center, Exchange Online,
SharePoint Online, and Skype for Business Online. The global administrator role is the role with the highest privileges in
Azure Active Directory. The person who signs up for the Azure AD organization, gets registered as a global administrator.

Because of the high level of privileges, global administrator accounts should be monitored and secured properly. The
amount of accounts with global administrative privileged should be limited to the necessary minimum.

Global administrator accounts have access to features, services, and settings which other accounts will not have access
to. An example is Azure AD Connect Health.

Azure AD Connect Health is a solution that monitors the health of the Azure AD Connect Sync service. If an error occurs
in this sync service, then data may not be properly synced between the on-premise and cloud environment. It is important
to properly monitor this service using the Azure AD Connect Health tool to fix any issues before they can cause any
damage. The interface of the Azure AD Connect Health tool can be found here. This portal can only be accessed by
global administrators.

= Microsoft Azure ' Search resc

Home > Azure Active Directory Connect Health

stagesien.onmicrosoft.com

[ Delete $5¢ settings

Overview

Azure Active Directory Connect Servers

16

On-Prem-ADC © Unhealthy

Operations

Alerts

stagesien.onmicrosoft.com
0 1 active
Active 1

Resolved from last 24 hours 1

Last export to Azure AD Sync Error

stagesien.onmicrosoft.com AadSyncService-stagesien.onm...

BE  Exported 5/19/2021, 1:22:19 PM

Vv

Figure 9: Azure AD Connect Health interface

A full overview of all the permissions a global administrator account has, can be found here.

—


https://portal.azure.com/#blade/Microsoft_Azure_ADHybridHealth/AadHealthMenuBlade/QuickStart
https://docs.microsoft.com/en-us/azure/active-directory/roles/permissions-reference#global-administrator
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Application Administrators

Application administrators are cloud (Azure AD) administrators that can manage and configure enterprise applications and
app registrations in the Active Directory tenant. When an application gets registered in the Azure AD tenant, application
administrators can configure the settings for this application and give users access to the application.

Windows Admin Center is an administrative tool that is registered when following the installation manual. After this
registration, users with the application administrator role will be able to customize the settings of the application through
the Azure AD portal. They can for example configure user access to the app.

II! WindowsAdminCenter-https://managementvm0.stagesien.com | Properties

N Enterprise Application
¢ Save Discard f Delete 0 Got feedback?
# Overview
Enabled for users to sign-in? (@
Deployment Plan

Mame * (1) /|
Manage
o D] Ty
I Ecpatics Homepage URL @ | ] |
& Owners Logo @
& Roles and administrators (Preview) WI
ad Users and groups
2D single sign-on | Select a file |
@ Provisioning Application 1D @ | £21f33¢0-0504-4eaf-a7de-74255387b73e D |
B Application proxy ) ~
PP proxy Object ID (D | 64432cde-6af3-4014-abed-e5ac3easdand D]
C  self-service P
User assighment required? @ [ Ves No )
Security .
Visible to users? @ - - )
% Permissions ) )
Motes @ e

Activity

3 sign-ins

il Usage & insights
B audit lnac

Figure 10: Windows Admin Center application in Azure AD

Every organization will host different applications and offer different services to their clients; these applications can all be
managed by Application administrators after they have been registered in the Azure portal.
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Home > stagesien > Enterprize applications >

Browse Azure AD Gallery

+ Create your own application 0] Request new gallery app O Got feedback?

@ You're in the new and improved app gallery experience. Click here to switch back to the legacy app gallery experience. =

|P Eearch application Single Sign-on : All User Account Management : All Categories : All

Cloud platforms

Amazon Weh Services (AWS) Google Cloud Platform Qracle SAP
N—] w
Google Cloud

On-premises applications

Add an on-premises application Learn about Application Proxy Manage Application Proxy connectors
N .

Configure Azure AD Application Proxy to enable secure remote Lzarn how w0 use
10 your on-premi

plication Proxy to provide
s applications.

utbound connection to 4

pplication Proxy

-3 Federated S50 (2 Provisioning

Figure 11: Registering a new application in Azure AD
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3. Security operators

Like the name suggests, security operators are users that have privileges to use and configure security- and monitoring
tools. There are a few different security and monitoring tools in the Hybrid IT management framework, such as Azure
Monitor, Azure Log Analytics, and Azure Sentinel. Security Operators will have access to Microsoft 365 security center,
Azure Active Directory, Identity Protection, Privileged Identity Management and Office 365 Security & Compliance Center
by default. Access to other services and tools will have to be configured by adding the role in Role Based Access Control
per service/tool.

Azure Sentinel is a very advanced and customizable tool in the Hybrid IT Management framework. It has the possibility to
visualize data, create alerts and incidents, create automated responses to alerts/incidents, and deep dive in incidents to
discover the causes. This is a great tool if utilized properly.

The installation manual describes how workbooks can be created to visualize data, how alerts and incident creation rules
can be configured, and how automated responses (playbooks) can be created by providing some examples. These
examples can be used by building on them to create custom workbooks, incidents, and playbooks. Which can then be
used by security operators to monitor and secure the entire environment.

Home > Azure Sentinel Azure Sentinel

Privileged user activity workbook =

monitorworkspace
& Edit 3 Open O & £ © 7 nep D autorefresh: off

Privileged user activity workbook

This workbook provides an overview of the events that take place on privileged user accounts.

The first table will provide an overview of EmergencyBreakGlass account logins. The second table provides an overview of logins per privileged user account.
These events are monitored with security events that are collected from machines.

The following table will show password reset attempts for privileged accounts. The last table provides an overiew of failed login attempts.

This data should be closely monitored to make sure that no unauthorized events are taking place on privileged user accounts

TimeRange

EmergencyBreakGlass logins

TimeGenerated Ty  Account Ty Computer Ty EventData Ty EventiDT)  Activity T
4/30/2021, 1:29:19 PM STAGESIEN.COM\EmergencyBreakGlass1 DC.stagesien.com 4624 4824 - An account was successfully logged on.
4/30/2021, 12:15:31 PM STAGESIEMN.COM\EmergencyBreakGlass1 DC.stagesien.com 4524 4524 - An account was successfully logged on.
4/30/2021, 12:15:31 PM STAGESIEN.COM\EmergencyBreakGlass1 DC.stagesien.com 4624 4624 - An account was successfully logged on.
4/30/2021, 11:53:12 AM STAGESIEM.COM\EmergencyBreakGlass1 DC.stagesiencom 4624 4624 - An account was successfully logged on.
4/30/2021, 11:52:06 AM STAGESIEN.COM\EmergencyBreakGlass1 ManagementyMo.stagesien.com 4624 4624 - An account was successfully logged on.
4/30/2021, 11:52:42 AM STAGESIEN.COM\EmergencyBreakGlass1 ManagementVM0O.stagesien.com 4524 4524 - An account was successfully logged on.
4/30/2021, 11:47:42 AM STAGESIEN.COM\EmergencyBreakGlass1 ManagementVMO.stagesien.com 4624 4824 - An account was successfully logged on.
4/30/2021, 11:47:42 AM STAGESIEMN.COM\EmergencyBreakGlass1 ManagementVMO.stagesien.com 4624 4824 - An account was successfully logged on.
4/30/2021, 11:42:42 AM STAGESIEN.COM\EmergencyBreakGlass1 ManagementyMOo.stagesien.com 4624 4624 - An account was successfully logged on
4/30/2021, 11:37:42 AM STAGESIEN.COM\EmergencyBreakGlass1 ManagementVM0O.stagesien.com 4524 4524 - An account was successfully logged on.
4/30/2021, 11:37:42 AM STAGESIEMN.COM\EmergencyBreakGlass1 ManagementVM0.stagesien.com 4624 4624 - An account was successfully logged on.

Figure 12: Example of a workbook in Azure Sentinel

Queries can be tested in a log analytics workspace before being implemented in a workbook or incident creation rule. This
Microsoft Docs page provides a tutorial on how to create custom workbooks.

—


https://docs.microsoft.com/en-us/azure/sentinel/tutorial-monitor-your-data
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Home > Log Analytics workspaces »

MonitorWorkspace

.M MonitorWorkspace | Logs

"% Log Analytics wo

> «® New Query 1*

#® MonitorWorkspace

kspace

Select scope

=

(_ Time range : Last 24 hours |

Save v

& Share ~

+ Newalert rule

— Export v

57 Pinto dashboard

= Format query

Tables Queries Functions K i Pr}\qleged IR
2 SecurityEvent
3 | where EventID -- 4624 and ((Account like 'STAGESIEN.COM\\Enterprise-Admin') or (Account like 'STAGESIEN.COM\\Domain-Admin'))
O Seard 4 | project TimeGenerated, Account, Computer, EventData, EventID, Activity, TargetUserName
Search p
(W Filter ) = Group by: Solution ~
T Collapse all
Favorites

You can add favorites by clicking on

the ¥ icon

» Azure Sentinel

» LogManagement

Results  Chart

00 columns ~

Completed. Showing results from the last 24 hours

dUTc]

Account

(5 Display time (UTC+00:00) ~~

@ Group columns

EventData

Computer

Activity

Page 15

D Feedback

> 5/19/2021, 11:15:03.687 AM STAGESIEN.COM\Domain-A...  DC.stagesien.com 4624 4624 - An account was successfully logge... Domain-Admin
> 5/19/2021, 11:15:04.233 AM STAGESIEN.COM\Domain-A...  DC.stagesien.com 4,624 4624 - An account was successfully logge... Domain-Admin
> 5/19/2021, 11:15:36.807 AM STAGESIEN.COM\Domain-A...  On-Prem-DC.stagesien.... 4,624 4624 - An account was successfully logge... Domain-Admin
> 5/19/2021, 11:15:37.247 AM STAGESIEN.COM\Domain-A...  DC.stagesien.com 4624 4624 - An account was successfully logge... Domain-Admin
?  5/19/2021, 11:15:38.697 AM STAGESIEN.COM\Domain-A...  On-Prem-DCstagesien.... 4,624 4624 - An account was successfully logge... Domain-Admin
> 5/19/2021, 11:15:38.710 AM STAGESIEN.COM\Domain-A...  On-Prem-DCstagesien.... 4,624 4624 - An account was successfully logge...  Domain-Admin
> 5/19/2021, 11:15:38.717 AM STAGESIEN.COM\Domain-A...  On-Prem-DCstagesien.... 4624 4624 - An account was successfully logge... Domain-Admin

Figure 13: Example of a query in an Azure log analytics workspace

Documentation on how to create custom queries can be found on this Microsoft Docs page.

When an incident is triggered it will appear in the Incidents tab in Azure Sentinel. Incident creation rules can be configured
using the same queries that are used in Azure Monitor and azure Log Analytics workspaces. More information about
incident creation rules can be found here.

<. Azure Sentinel | Incidents

Selected workspace: 'monitorworkspace’

P search (Ctrl+/) «

() refresh (O Last30days ~ & Ac EN security efficiency workbook

General — e 3
i 1 78 s 78 " 0 Open incidents by saverity
@ overview Open inciclents Mew incidents Active incidents Trign (63) [ Medium (11) [ Low (2)] informational (0)
@ Logs
& News & guides £ Search by id, title, tags, owner or product ‘ Severity : All Status : New, Active Product name : All Owner : All
Threat management -C.:)- Auto-refrash incidents
& Incidents [J 7o Incidentip ty Title Ty Alerts  Product names Created time T, Last update time 4.
& workbooks 79 Detect errors ] Azure Sentingl 05/11/21, 08:57 AM 05/11/21, 08:57 AM
@ Hunting O 78 Detect errors ] Azure Sentingl 05/11/21, 08:52 AM 05/11/21, 08:52 AM
& Notebeoks O el Detect errors 1 Azure Sentinel 05/06/21, 01:43 PM 05/06/21, 01:43 PM
# Entity behavior O 76 Detect errors 1 Azure Sentinel 05/06/21, 01:22 PM 05/06/21, 01:22 PM
© Threat intelligence (Previen) O 75 Detect errors 1 Azure Sentinel 05/06/21, 01:17 PM 05/06/21, 01:17 PM
Configuration O 74 Detect errors 1 Azure Sentinel 05/06/21, 01:07 PM 05/06/21, 01:07 PM
Data connectors O 73 Detect arrors 1 Azure Sentinel 05/06/21, 11:43 AM 05/06/21, 11:43 AM
& Analytics O 72 Detect arrors 2 Azure Sentinel 05/06/21, 10:57 AM 05/06/21, 11:13 AM
B watchlist (Preview) D 7 Unfamiliar sign-in properties 1 Azure Active Direct... 05/03/21, 02:38 PM 05/03/21, 02:38 PM
{5 Automation D I 70 Critical system downtime 2 Azure Sentinel 05/03/21, 10:55 AM 05/03/21, 11:15 AM
3 solutions (Preview) D I 68 Critical system downtime 3 Azure Sentinel 04/30/21,04:12 PM 04/30/21, 04:41 PM
£ Community O I 69 Critical system downtime 1 Azure Sentinel 04730721, 04:20 PM 04/30/21, 04:20 PM
£+ Settings O I a7 Critical system downtime 4 Azure Sentinel 04730721, 03:26 PM 04/30/21, 04:11 PM
O I 66 Critical system downtime 2 Azure Sentinel 04730721, 03:01 PM 04/30/21, 03:16 PM
]
. N

Figure 14: Azure Sentinel Incidents

—


https://docs.microsoft.com/en-us/azure/data-explorer/kusto/query/samples?&pivots=azuremonitor
https://docs.microsoft.com/en-us/azure/sentinel/create-incidents-from-alerts

